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METHOD AND APPARATUS FOR
PROVIDING SELECTIVE ACCESS TO
INFORMATION

CROSS-REFERENCE TO RELATED
APPLICATION

This application claims the benefit of U.S. provisional
patent application No. 60/369,722 filed Apr. 4, 2002.

TECHNICAL FIELD

The invention relates generally to providing selective
access to information and, more particularly, to a method and
apparatus for providing selective access to specific reports
and specific data fields.

BACKGROUND

Many reporting systems, particularly investor reporting
systems, restrict access to specific reports and other types of
information to specific individuals, organizations, or types of
individuals or organizations. Furthermore, it is often desir-
able to restrict access to specific information to a specific
timeframe, such as restricting access to information regarding
a transaction until after closing or after the transaction has
been audited.

Existing reporting systems, such as BusinessObjects soft-
ware available from Business Objects SA, however, generally
do not provide the level of security often required for provid-
ing selective access to information. Generally, the Busines-
sObjects software provides reporting capabilities for Internet
web-sites. The BusinessObjects software executes a struc-
tured query language (SQL) query against a database and
creates an object that may be displayed via a hyper-text
markup language (HTML) document. The BusinessObjects
software, however, does not provide any mechanism to apply
a set of security rules. The BusinessObjects software assumes
that the user has access to the information extracted from the
database by the SQL query.

Other systems, such as the CrystalReports software avail-
able from Crystal Decisions, provide only a file level of
security. Generally, the Seagate software provides a mecha-
nism to apply security rules only on the file level, not the
query level. For example, the Seagate software enables an
administrator to manually indicate that only a specific indi-
vidual may access a particular file. If the access privileges for
the file change, then the administrator must manually alter the
access privileges for the file. Accordingly, the Seagate soft-
ware does not provide an efficient method of providing selec-
tive access to a large number of files, particularly when the
access privilege to the files may change based on certain
events. Other software includes Impromptu from Cognos,
Incorporated and Oracle Discovers from Oracle Corporation.

The shortcomings discussed above are apparent in web-
based services where an individual can access a file directly.
It is common practice to implement a naming scheme to
manage the large volume of reports made available to users of
a web site. If an unauthorized individual determines the nam-
ing scheme used to manage the reports, however, that indi-
vidual may enter the file name as part of the HTML address to
gain direct access to that file, thereby circumventing the secu-
rity procedures.

Therefore, there is a need for a reporting system that pro-
vides selective access to various reports dependent upon the
characteristics of the user and the characteristics of the data.
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Moreover, there is a need for a reporting system that allows a
user to create a template for a report to be created against
various databases.

SUMMARY

Itis an object of the present invention to provide a reporting
system for providing a user selective access to information.
Access to the information is verified upon presentation of the
available information and upon retrieval of the information.

It is another object of the present invention to provide a
reporting system that verifies access to information depen-
dent upon the characteristics of the data and the characteris-
tics of the user.

In accordance with one aspect of the present invention, a
set of information to which the user has been granted access
is presented to the user. The user selects the desired informa-
tion. The reporting system revalidates that the user is granted
access to the desired information.

Inyet another embodiment of the present invention, access
to information is dependent upon the involvement of the user
regarding the basis for the requested information, the role
played by the user in the requested information, period
restrictions placed upon the requested information, attribute
security restrictions placed upon the requested information,
or attribute period restrictions.

In yet another embodiment of the present invention, the
information relates to standard reports that have been created
for various types of users and for various transactions.

In yet another embodiment of the present invention, the
information relates to specific attributes that have been
selected by the user.

BRIEF DESCRIPTION OF THE DRAWINGS

For a more complete understanding of the present inven-
tion, and the advantages thereof, reference is now made to the
following descriptions taken in conjunction with the accom-
panying drawings, in which:

FIG. 1 schematically depicts a network environment that
embodies one embodiment of the present invention;

FIG. 2 is a data flow diagram depicting steps that may be
performed to provide selective access to reports in accor-
dance with one embodiment of the present invention;

FIG. 3 is a data flow diagram depicting steps that may be
performed to present a standard report to a user in accordance
with one embodiment of the present invention;

FIG. 4 is a data flow diagram depicting steps that may be
performed to determine whether or not a user is to be granted
access to a standard report in accordance with one embodi-
ment of the present invention;

FIG. 5 is a data flow diagram depicting steps that may be
performed to present a custom report to a user in accordance
with one embodiment of the present invention;

FIG. 6 is a data flow diagram depicting steps that may be
performed to present an ad hoc report to a user in accordance
with one embodiment of the present invention;

FIG. 7 is a data flow diagram depicting steps that may be
performed to grant a user access to a file in accordance with
one embodiment of the present invention;

FIG. 8 is a data flow diagram depicting steps that may be
performed to determine when to create standard reports in
accordance with one embodiment of the present invention;

FIG. 9 is a data flow diagram depicting steps that may be
performed to create standard reports in accordance with one
embodiment of the present invention;
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FIG. 10 illustrates a method of presenting standard reports
to a user in accordance with one embodiment of the present
invention;

FIGS. 11-13 illustrate a method of presenting custom
reports to a user in accordance with one embodiment of the
present invention;

FIGS. 14-16 illustrate a method of presenting ad hoc
reports to a user in accordance with one embodiment of the
present invention;

FIGS. 17 and 18 illustrate reports that may be generated in
accordance with one embodiment of the present invention;

FIG. 19 is a data flow diagram depicting steps that may be
performed to create non-tabular reports in accordance with
one embodiment of the present invention; and

FIG. 20 is a spreadsheet that may be used to generate a
report in accordance with one embodiment of the present
invention; and

FIG. 21 is a report that may be generated from a spread-
sheet illustrated in FIG. 20 in accordance with one embodi-
ment of the present invention.

DETAILED DESCRIPTION

In the following discussion, numerous specific details are
set forth to provide a thorough understanding of the present
invention. However, it will be obvious to those skilled in the
art that the present invention may be practiced without such
specific details. In other instances, well-known elements have
been illustrated in schematic or block diagram form in order
not to obscure the present invention in unnecessary detail.
Additionally, for the most part, details concerning computer
networking, software programming, telecommunications,
and the like have been omitted inasmuch as such details are
not considered necessary to obtain a complete understanding
of the present invention, and are considered to be within the
skills of persons of ordinary skill in the relevant art.

It is further noted that, unless indicated otherwise, all func-
tions described herein may be performed in either hardware
or software, or some combination thereof. In a preferred
embodiment, however, the functions are performed by a pro-
cessor such as a computer or an electronic data processor in
accordance with code such as computer program code, soft-
ware, and/or integrated circuits that are coded to perform such
functions, unless otherwise indicated.

Furthermore, the processing depicted in the figures and
described below is generally depicted as a hierarchical struc-
ture for readability and understandability. Other methodolo-
gies, particularly object-oriented techniques, are preferred for
the physical embodiment of the invention in order to maxi-
mize the use of existing tools and programming techniques.
One of ordinary skill in the art will realize that the techniques
described herein may be embodied in many different forms.

For illustrative purposes only, the following discussion
illustrates and discusses the present invention in reference to
an embodiment in which the present invention is utilized to
provide selective access to investor reports. One of ordinary
skill in the art, however, will appreciate that the present inven-
tion may be utilized to provide selective access to many
reports, systems, information, tools, and the like.

Referring to FIG. 1 of the drawings, the reference numeral
100 generally designates a reporting system embodying fea-
tures of the present invention. The reporting system 100 gen-
erally comprises a user 110 accessing a network 112, such as
the Internet, a local-area network (LAN), wide-area network
(WAN), or the like, via an access device 114, such as a
workstation, cell phone, personal data assistant (PDA), or the
like. Preferably, the access device 114 is configured to pro-
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vide a text and graphic display on which the user 110 may
view information. Furthermore, the access device 114 is con-
figured to receive information from and transmit information
to the network 112. Preferably, the access device 114 is con-
nected to the network 112 via a technology such as wire line,
wireless, fiber optics, or the like.

A report server 116 is configured to connect to the network
112 to transmit information to and receive information from
the network 112. Preferably, the report server 116 comprises
a standard web-server designed to connect to the Internet and
provide information to remotely connected users, such as user
110, via the Internet. Additionally, the report server 116 is
configured to access an information database 118. Preferably,
the information database 118 is a stand-alone database server
that provides a large quantity of storage. Smaller systems,
however, may incorporate the report server 116 and the infor-
mation database 118 into a single component. Furthermore,
while the report server 116 is illustrated as a single compo-
nent for illustrative purposes, the report server 116 may com-
prise a plurality of servers networked together to provide
access to a greater number of users. Preferably, the report
server 116 is connected to the network 112 via a technology
such as wire line, wireless, fiber optics, or the like.

Inthe preferred embodiment, the information database 118
comprises a relational database that allows a query written in
standard SQL to extract information. Suitable relational data-
bases include Oracle available from Oracle Corporation,
Informix available from International Business Machines
Corporation, Sybase available from Sybase, Incorporated, or
the like. Furthermore, commercially available tools are gen-
erally available to extract information from the relational
databases and to generate reports. Suitable report generating
tools include CrystalReports available from Crystal Deci-
sions, BusinessObjects available from Business Objects SA,
and the like.

Additionally, the connection formed between the access
device 114 and the report server 116 via the network 112 is
configured to utilize secure transmission techniques to pre-
vent unauthorized users connected to the network 112 from
intercepting and viewing the information. Additionally, the
report server 116 is configured to prevent unauthorized
access.

FIG. 2 is a data flow diagram depicting the steps performed
by thereport server 116 in accordance with an embodiment of
the present invention. Processing begins in step 210, wherein
a user login is received by the report server 116. Preferably,
each user 110 is assigned a unique user id and password for
gaining access to the report server 116 and, thus, access to
information stored in the information database 118. Option-
ally, a user id and password may be assigned to a group of
individuals or an organization. For example, a brokerage
company may be assigned a user id and password for use by
all employees of the brokerage company.

Processing proceeds to step 212 wherein a determination is
made whether or not the user has selected to view a standard
report. Generally, standard reports contain predetermined
information in a predetermined format suitable for many
users. The reporting system 100 maintains standard reports
automatically prepared for a user to view, reducing the
demand on the report server 116 and the information database
118. Preferably, a standard report is created for each type of
report and for each type of user, such as a trustee user, an
investor user, a service agency user, a rating agency user, a
broker user, and the like. For example, in the area of investor
reporting, standard reports may include performance reports,
stratification reports, trustee reports, deal reports, and the
like. If the reporting system supports three types of users, then
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three reports are preferably created for each type of report.
Alternatively, the reporting system 100 may only create selec-
tive reports for each user. This alternative embodiment is
particularly useful in systems in which some reports are not
useful to some types of users.

Referring back to FIG. 2, if a determination is made in step
212 that the user has selected to view standard reports, then
processing proceeds to step 214, wherein the user 110 is
allowed to view the standard reports to which the user is
allowed access. The details of step 214 are discussed in
greater detail below with reference to FIG. 3.

If, in step 212, a determination is made that the user has not
selected to view standard reports, then processing proceeds to
step 216, wherein a determination is made whether or not the
user 110 selected to view custom reports. Custom reports
allow the user to modity or filter the standard reports, or to
restrict the standard report to a specific transaction or portfo-
lio (i.e., a group of transactions). For example, a user may
choose to restrict a performance report to a group of 20
specific transactions. Moreover, the user may wish to restrict
the performance report to transactions with an interest rate
greater than a specific amount. Accordingly, the report system
100 preferably allows the user to select a standard report,
specify a transaction or portfolio, and specify a filter with
respect to one or more attributes contained in the report.

If, in step 216, a determination is made that the user
selected to view custom reports, then processing proceeds to
step 218, wherein the user 110 is allowed to define and view
a custom report. The details of step 218 are discussed in
greater detail below with reference to FIG. 5.

If, in step 216, a determination is made that the user
selected not to view custom reports, then processing proceeds
to step 220, wherein the user 110 is allowed to define and view
an ad hoc report. Ad hoc reports provide specific information
as requested by the user. Preferably, the user is able to select
attributes from among a list of available attributes and to
select a transaction portfolio from which the user wishes to
extract the information. Additionally, the user is preferably
able to identity filters for specific attributes, such as specify-
ing that the interest rate must be greater than a specified value.
The details of step 220 are discussed in greater detail below
with reference to FIG. 6.

FIG. 3 is a data flow diagram depicting the steps for view-
ing a standard report in accordance with one embodiment of
the present invention. Specifically, FIG. 3 is a data flow dia-
gram depicting the steps for viewing a standard report as
described above with reference to step 214 of FIG. 2. Accord-
ingly, upon making a determination in step 212 that the user
has selected to view a standard report, processing proceeds to
step 214, the details of which are depicted by steps 310-322 of
FIG. 3.

Processing begins in step 310, wherein the deal restrictions
are applied, i.e., the transactions or portfolios in which the
user 110 is involved is determined. Generally, as will be
discussed in greater detail below with reference to FIG. 8, a
set of standard reports is created for each transaction or port-
folio and for each role of a user in the transaction or portfolio.
The user 110 is then granted access to the standard reports for
the transaction or portfolio the user 110 is involved and for the
specific role of the user 110 in the corresponding transaction
or portfolio.

Referring back to FIG. 3, the user 110 is preferably granted
access to standard reports regarding transactions or portfolios
in which the user 110 is involved. Accordingly, step 310
performs a query on the information database 118 to deter-
mine the transactions or portfolios in which the investor is
involved.

30

35

40

45

55

6

Next, in step 312, the role restrictions are applied, i.e., the
reports generated for the specific role of the user 110 in each
of'the transactions or portfolios identified in step 310 is deter-
mined. Preferably, access to a standard report by the user 110
is dependent upon the role the user 110 in each particular
transaction. For example, a investor user involved in a first
transaction may have access to account balance information.
A trustee user involved in the same first transaction, however,
may not have access to account balance information. Accord-
ingly, a performance report for an investor user may contain
account balance information, whereas a performance report
for a trustee user may not contain account balance informa-
tion. Thus, in step 312 a query is performed to determine the
role of the user 110 in each transaction. The user 110 is then
only allowed access to the standard reports created specifi-
cally for the role of the user 110 in each transaction.

Next, in step 314, the period restrictions are applied, i.e.,
the standard reports in which predetermined date restrictions
are fulfilled are determined. Preferably, the reporting system
100 allows an administrator of the reporting system 100 to
specify that specific reports are only accessible by a specific
type of user, such as a trustee user, an investor user, a service
agency user, a rating agency user, a broker user, and the like,
after a predetermined date. Accordingly, for each standard
report, adate is stored for each type ofuser 110, wherein users
of the corresponding type of user are allowed access to the
associated standard report after the specified date. For
example, a first standard report may indicate that users that
are investors are granted access to a first standard report on
March 237 and that users that are trustees are granted access
to the same first standard report on March 25% Optionally,
restrictions may be applied after a predetermined event, pre-
determined timeframe, or the like.

In step 316, the user is preferably presented a list of stan-
dard reports to which the user 110 has been granted access.
Preferably, the reporting system 100 presents the list of stan-
dard reports to which the user has been granted access as a
hyperlink to an associated file. In step 318, the standard report
selected by the user is determined.

In step 320, access to the selected standard report is re-
evaluated. In the preferred embodiment, the user 110 gains
access to the standard reports via the Internet. As is common
among web-sites, it is possible to bypass screens and security
checks by directly entering an address of the desired report.
Accordingly, it is preferred that access by the user be reevalu-
ated upon file access. Preferably, a report object is created for
each report or query using standard object-oriented design
and programming techniques. Generally, a report is repre-
sented by an instantiation of a report object. The report object
contains attributes and other objects. The attributes of the
report object represent characteristics, such as deal restric-
tions, role restrictions, period restrictions, and the like, that
must be fulfilled before access is granted to a user. In this
manner, whether or not a user is granted access to a report is
easily determined by examining the report object associated
with the specific report.

Upon clicking on the hyperlink associated with a desired
standard report, a data link library (DLL) routine is invoked.
The DLL preferably invokes a procedure to validate that the
user has access to the specified standard report by comparing
the report object with characteristics associated with the user
and the requested report. The steps for validating that the user
has access to the specified standard report is described in
greater detail below with reference to FIG. 4.

Next, in step 322, the selected standard report is formatted
and transmitted to the user. Preferably, the type of output
generated by the reporting system 100 varies depending on
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the attributes. For example, output may be presented as tabu-
lar data, graphical data, or a combination thereof Further-
more, the output is preferably formatted in accordance with
the type of data the output represents, such as monetary
symbols, percentages, fractions, and dates. Thereafter, the
processing proceeds to step 212 of FIG. 2.

FIG. 4 is a data flow diagram depicting the steps for vali-
dating that a user has access to a specific standard report in
accordance with one embodiment of the present invention.
Specifically, FIG. 4 is a data flow diagram depicting the steps
for determining which standard reports a user can view as
described above with reference to step 320 of FIG. 3. Accord-
ingly, after determining the standard report that the user
selected in step 318, processing proceeds to step 320 of FIG.
3, the details of which are depicted by steps 410-414 of FIG.
4.

Processing begins in step 410, wherein deal restrictions are
applied. Preferably, the user 110 is granted access to standard
reports regarding transactions or portfolios in which the user
110 is involved. Accordingly, step 410 performs a query on
the information database 118 to validate that the user is
involved in the transaction or portfolio to which the standard
report is associated.

Next, in step 412, role restrictions are applied. As discussed
above, access to a standard report by the user 110 is preferably
dependent upon the role of the user 110 in each particular
transaction. Accordingly, before a user is granted access to
any standard report, a query is performed to validate that the
role for which the standard report was created matches the
role of the user in the associated transaction or portfolio.

Next, in step 414, period restrictions are applied. As dis-
cussed above, access to a standard report by a user is restricted
to specific time periods. Accordingly, a query is performed on
the information database to verify the standard report selected
by the user may be viewed on the current date. Thereafter,
processing returns to step 322 of FIG. 3.

FIG. 5 is a data flow diagram depicting the steps for view-
ing custom reports in accordance with one embodiment of the
present invention. Specifically, FIG. 5 is a data flow diagram
depicting the steps for viewing custom reports as described
above with reference to step 218 of FIG. 2. Accordingly, upon
making a determination in step 216 that the user wishes to
view a custom report, processing proceeds to step 218 of FIG.
2, the details of which are depicted by steps 510-536 of FIG.
5.

Processing begins in step 510, wherein a determination is
made whether or not the user 110 wishes to create a query.
Preferably, the reporting system 100 enables the user 110 to
create and save queries for use at a later time. Accordingly, in
step 510 a determination is made to determine whether the
user 110 wishes to create a new query or to execute an existing
query.

If a determination is made that the user wishes to create a
new query, processing proceeds to step 512, wherein a list of
transactions or portfolios in which the user is involved is
presented to the user. Preferably, step 512 performs a query on
the information database 118 to extract a report of all trans-
actions or portfolios to which the investor is involved.

Next, in step 514, the role restrictions are applied, i.e., the
reports generated for the specific role of the user 110 in each
of'the transactions or portfolios identified in step 512 is deter-
mined. As discussed above, access to a standard report by the
user 110 is preferably dependent upon the role of the user 110
in each particular transaction. Thus, before a standard report
may be chosen by a user as a template for creating a custom
report, it is preferable that a list of standard reports to which
the user is granted access be presented to the user.

20

30

35

40

45

55

8

Next, in step 516, the period restrictions are applied, i.e.,
the standard reports in which predetermined date restrictions
are fulfilled are determined. As discussed above, the reporting
system 100 preferably allows an administrator of the report-
ing system 100 to specify that specific reports are only acces-
sible by a specific type of user, such as a trustee user, an
investor user, a service agency user, a rating agency user, a
broker user, and the like, after a predetermined date. Accord-
ingly, for each standard report, a date is stored for each type of
user 10, wherein users of the corresponding type of user are
allowed access to the associated standard report after the
specified date. For example, a first standard report may indi-
cate that users that are investors are granted access to a first
standard report on March 237 and that users that are trustees
are granted access to the same first standard report on March
25" Optionally, restrictions may be applied after a predeter-
mined event, predetermined timeframe, or the like.

In step 517, the user is preferably presented a list of stan-
dard reports to which the user 110 has been granted access.
Preferably, the reporting system 100 presents to the user 110
a list of standard reports from which the user may select the
desired report via a checkbox, clicking, voice commands,
keyboard entry, or the like, from which the user may create a
custom report.

Next, in step 518, the user-defined restrictions are deter-
mined. Preferably, the user 110 is presented a list of available
attributes from which the user 110 is able to specify restric-
tions. The available attributes are the attributes contained on
the standard report selected by the user 110. For each
attribute, the user 110 is given the option of identifying one or
more restrictions. For example, if the user 110 requires an
investment report on a specific portfolio for all transactions in
which the interest rate is greater than a predetermined value,
the user 110 is able to select the portfolio and specify that the
attribute interest rate must be greater than the predetermined
value. Moreover, the user 110 may specify that the interest
rate must be greater than a first value, but less than a second
value.

In step 520, a report object is created. Preferably, a report
object is created for each report or query using standard
object-oriented design and programming techniques. Gener-
ally, a report is represented by an instantiation of a report
object. The report object contains attributes and other objects.
The attributes of the report object represent characteristics,
such as deal restrictions, role restrictions, period restrictions,
and the like, that must be fulfilled before access is granted to
a user. In this manner, whether or not a user is granted access
to areport is easily determined by examining the report object
associated with the specific report.

Processing proceeds to step 522, wherein a determination
is made whether or not the user 110 desires to save the report
object for later use. As discussed above, the reporting system
100 enables a user 110 to create and save a query, i.e., the
report object, for use at a later time, for purposes such as
rerunning the query, editing the query, and the like. If a
determination is made that the user 110 desires to save the
report object, then processing proceeds to step 524, wherein
the report object is saved for later use.

If a determination is made in step 522 that the user does not
wish to save the query or after step 524, processing proceeds
to step 526, wherein a query is formatted in accordance with
the report object. As discussed above, the information data-
base is preferably a relational database configured to provide
query access via standard SQL queries. Accordingly, in step
526, the report object is translated to an SQL query and the
SQL query is performed against the information database
118.
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Next, in step 528, the results of the SQL query is formatted
and transmitted to the user 110. Formatting and transmitting
the output is discussed above with reference to step 322 of
FIG. 3.

Ifin step 510, a determination is made that the user does not
wish to create a new query, i.e., the user wishes to run an
existing query, then processing proceeds to step 530. A list of
saved queries is preferably presented to the user 110 to allow
the user to select the desired query. After a saved query is
selected in step 532, authorization to access the query is
verified in step 534. As discussed above, the query is prefer-
ably stored as a report object. In step 534, the values of the
attributes of the report object are compared to the character-
istics of the user. The details of step 534 are discussed in
further detail below with reference to FIG. 7.

In step 536, a determination is made whether or not the user
is allowed access to the report object selected by the user 110.
If a determination is made that the user 110 is granted access
to the report object selected by the user 110, then processing
proceeds to steps 526 and 528, which are described in greater
detail above.

If'in step 536, a determination is made that the user 110 is
not allowed access to the report object selected by the user
110, then access is denied and processing returns to step 212
of FIG. 2.

FIG. 6 is a data flow diagram depicting the steps for view-
ing custom reports in accordance with one embodiment of the
present invention. Specifically, FIG. 6 is a data flow diagram
depicting the steps for viewing ad hoc reports as described
above with reference to step 220 of FIG. 2. Accordingly, upon
making a determination in step 216 that the user 110 does not
wish to view a custom report (i.e., the user 110 wishes to view
an ad hoc report), processing proceeds to step 220 of FIG. 2,
the details of which are depicted by steps 610-632 of FIG. 6.

Processing begins in step 610, wherein a determination is
made whether or not the user 110 wishes to create an ad hoc
query. Preferably, the reporting system 100 enables the user
110 to create and save ad hoc queries for use at a later time.
Accordingly, in step 610 a determination is made to deter-
mine whether the user 110 wishes to create a new ad hoc
query or to execute an existing ad hoc query. If a determina-
tion is made that the user 110 wishes to create a new ad hoc
query, processing proceeds to step 612, wherein a list of
available attributes is presented to the user 110. Preferably,
the user 110 creates an ad hoc query for a specified transaction
orportfolio. Accordingly, the user 110 is preferably presented
a list of attributes to which the user 110 is allowed access for
a transaction or portfolio selected by the user 110. Alterna-
tively, the user 110 is presented a list of every attribute,
regardless of whether the user 110 is allowed access to each
attribute. The user 110 selects the attributes of interest, but
only the values of the attributes to which the user 110 is
allowed access is placed on the report presented to the user
110.

Next, in step 614, the attributes selected by the user 110 are
determined. In step 616, a report object is created. Preferably,
each report or query has a report object created using standard
object-oriented design and programming techniques. Gener-
ally, attributes associated with the access profiles are repre-
sented by attributes of the report object. In this manner,
whether or not a user is granted access to a report is easily
determined by examining the report object associated with
the specific report.

Processing proceeds to step 618, wherein a determination
is made whether or not the user 110 desires to save the report
object for later use. As discussed above, the reporting system
100 enables a user 110 to create and save a query, i.e., the
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report object, for use at a later time, for purposes such as
rerunning the query, editing the query, and the like. If a
determination is made that the user 110 desires to save the
report object, then processing proceeds to step 620, wherein
the report object is saved for later use.

Ifa determination is made in step 618 that the user does not
wish to save the query or after step 620, processing proceeds
to step 622, wherein a query is formatted in accordance with
the report object. As discussed above, the information data-
base is preferably a relational database configured to provide
query access via standard SQL queries. Accordingly, in step
622, an SQL query is formatted in accordance with the value
of' the attributes of the report object.

Next, in step 624, the results of the SQL query is formatted
and transmitted to the user 110. Formatting and transmitting
the output is discussed above with reference to step 316 of
FIG. 3.

If, in step 610, a determination is made that the user does
not wish to create a new query, i.e., the user wishes to run an
existing query, then processing proceeds to step 626. A list of
saved ad hoc queries is preferably presented to the user 110 to
allow the user to select the desired ad hoc query. After a saved
ad hoc query is selected in step 628, authorization to access
the ad hoc query is verified in step 630. As discussed above,
the ad hoc query is preferably stored as a report object. In step
630, the values of the attributes of the report object are com-
pared to the characteristics of the user. The details of step 630
are discussed in greater detail below with reference to FIG. 7.

In step 632, a determination is made whether or not the user
is allowed access to the report object selected by the user 110.
If a determination is made that the user 110 is granted access
to the report object selected by the user 110, then processing
proceeds to steps 622 and 624, which are described in greater
detail above with reference to steps 526 and 528, respectively.

If, in step 632, a determination is made that the user 110 is
not allowed access to the report object selected by the user
110, then access is denied and processing returns to step 212
of FIG. 2.

FIG. 7 is a data flow diagram depicting steps that may be
performed to validate a report object in accordance to an
embodiment of the present invention. Specifically, FIG. 7 is a
data flow diagram depicting steps to determine whether or not
access to a report should be granted to a user as described
above with reference to step 534 of FIG. 5 and step 630 of
FIG. 6. Accordingly, after the custom report is determined in
step 532 of FIG. 5, processing proceeds to step 534 of FIG. 5,
the details of which are depicted by steps 710-718 of FIG. 7.
Similarly, after the ad hoc report is determined in step 628 of
FIG. 6, processing proceeds to step 630 of FIG. 6, the details
of which are depicted by steps 710-718 of FIG. 7.

Processing begins in step 710, wherein deal restrictions are
applied. Preferably, a user 110 is only granted access to infor-
mation regarding transaction or portfolio in which the user
110 is involved. Thus, step 710 performs a query to verify that
the user 110 was involved in the selected transaction or port-
folio. Preferably, a query is performed on the information
database to determine whether or not the user 110 was
involved in the transaction corresponding to the selected
transaction or portfolio.

Processing proceeds to step 712, wherein role restrictions
are applied. Preferably, the reporting system 100 is config-
ured to restrict access to specific attributes depending on the
role of auser in a transaction. For example, a trustee may have
access to attributes that an investor does not, and an investor
may have access to attributes that a broker does not. Accord-
ingly, the report object is evaluated to verify that users of the
role corresponding to the role of the user is allowed access to
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the attributes contained in the report objects. Additionally, a
user may have different roles in different transactions, i.e., the
user may be allowed access to one attribute in one transaction,
but denied access to the same attribute in a different transac-
tion. Accordingly, it is preferable that the role restriction be
applied on a transaction-by-transaction basis.

Next, processing proceeds to step 714, wherein attribute
security restrictions are applied. Preferably, the reporting sys-
tem 100 is configured to allow an administrator to restrict
access to individual attributes to specific users. For example,
the identity and social security number of an investor may be
restricted to the investor. Accordingly, each attribute identi-
fied by the report object is checked to verify that the user 110
is granted access.

Processing proceeds to step 716, wherein attribute period
restrictions are applied. Preferably, the reporting system 100
is configured to allow an administrator to specity that access
be granted to a specific attribute before or after a predeter-
mined date. Moreover, the attribute period restrictions may
vary dependent upon the role of a user. Next, in step 718, the
period restrictions are applied. Preferably, access to informa-
tion related to specific transactions are dependent upon when
the transaction is released. For example, information related
to a specific transaction may not be available to a trustee user
until after the transaction data is released.

Preferably, the restrictions discussed above are applied via
one or more tables. For example, role restrictions may be
applied via a table that identifies which roles are granted
access to each attribute. Accordingly, for each attribute
selected by the user, the table is accessed to verify the role of
the user in the specified transaction is allowed access to the
selected attributes. Similarly, the attribute security restric-
tions are preferably implemented via a table that specifies
specific user that may access specific attributes, the attribute
period restrictions are preferably implemented via a table that
specifies when attributes are accessible to a user or role of a
user, and period restrictions are preferably implemented via a
table that identifies when each deal is accessible.

Thereafter, processing returns to step 536 of FIG. 5 or step
632 of FIG. 6.

FIG. 8 is a data flow diagram depicting steps that may be
performed by the reporting system 100 to generate standard
reports in accordance with an embodiment of the present
invention. Processing begins in step 810, wherein a determi-
nation is made whether a predetermined event has occurred.
Preferably, the reporting system 100 is configured to auto-
matically create the standard reports upon the occurrence of a
predetermined event (such as the closing of a transaction, the
submittal of an audited report, and the like), after a predeter-
mined amount of time (such as 30 days after closing), and the
like. Additionally, some types of reports may only be acces-
sible to a particular type of user after a predetermined amount
of time. Accordingly, step 810 determines if a predetermined
event has occurred.

If it is determined that a predetermined event has not
occurred, then processing proceeds to step 812, wherein a
determination is made whether or not the data contained in the
information database 118 has been modified. Preferably, the
standard reports are produced for each transaction or portfo-
lio. If the data related to any transaction or portfolio has been
modified or updated, the reporting system 100 preferably
recreates the standard reports associated with the modified
data. Accordingly, current standard reports are always avail-
able to the user.

If in step 810 it is determined that a predetermined event
has occurred or if in step 812 it is determined that the data has
been changed, then processing proceeds to step 814, wherein
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the standard reports are created. The procedure for creating
the standard reports is described in greater detail below with
reference to FIG. 9.

FIG. 9 is a data flow diagram depicting steps for creating a
standard report by the report server 116 in accordance to an
embodiment of the present invention. Specifically, FIG.9is a
data flow diagram depicting steps for creating a standard
report by the report server 116 as described above with ref-
erence to step 814 of FIG. 8. Accordingly, after a determina-
tion is made in step 810 that a predetermined event has
occurred or a determination is made in step 812 that the data
has changed, processing proceeds to step 814, the details of
which are depicted by steps 910-914 of FIG. 9.

Processing begins in step 910, wherein the type of standard
reports that are to be created are determined. As discussed
above, each standard report contains predetermined informa-
tion. In step 910, the contents of each standard report is
determined.

In step 912, a report is created for each report defined in
step 910 for each transaction, each type of user, and each
period restriction. In step 914, a report object is created and
associated to each report. As discussed above, the report
object stores the characteristics that must be fulfilled prior to
a user being granted access to a report.

FIG. 10 illustrates a screen capture that enables the user to
view standard reports in accordance with one embodiment of
the present invention. Particularly, FIG. 10 illustrates an
example of a user interface that may be utilized in presenting
the user a list of standard reports to which the user has access
as described above with reference to step 316 of FIG. 3.

Preferably, the list of standard reports is presented to the
user as a cross-table, wherein each row indicates the transac-
tions and each column indicates the standard report. The
intersection of the transaction row and a standard report col-
umn contains either a link to the standard report for the
specific transaction or an indication that the standard report is
not available to the user.

Referring to FIG. 10, reference numeral 1010 indicates a
column listing the transactions or portfolios in which the user
is involved. Preferably, the list of transactions or portfolios in
which the user is involved is determined as described above
with reference to step 310 of FIG. 3.

Reference numeral 1012 indicates a column of securitiza-
tion performance reports, wherein each row of the column
refers to the transaction or portfolio in the corresponding row
of the column referred to by reference numeral 1010. Simi-
larly, reference numerals 1014-1018 indicates columns for
roll rate, severity, and special servicing standard reports,
respectively.

If a particular standard report is available for a particular
transaction or portfolio, a link to the corresponding standard
report is provided, such as that indicated by reference
numeral 1020, labeled “View Report.” Otherwise, an indica-
tion that the report is not available is displayed, as illustrated
by reference numeral 1022 (indicating that a report is not
available to the user) and reference numeral 1024 (indicating
that a report has not been generated).

FIGS. 11-13 illustrate screen captures that provides the
user the ability to view custom reports in accordance with one
embodiment of the present invention. Specifically, FIGS.
11-13 illustrate an example of a user interface that may be
utilized to allow a user to create a custom report as described
above with reference to FIG. 5.

Referring to FIG. 11, the user is preferably presented a list
of transactions in which the user is involved. As discussed
above, this list is the result of a query performed on the
information database to extract each transaction or portfolio
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in which the user is involved. Accordingly, reference numeral
1110 indicates a column labeled “Deal Name.” Each row of
the column refers to a specific deal (i.e., transaction or port-
folio) in which the user was involved. The user selects the deal
in which the user is interested by double clicking on the
corresponding deal name.

Referring to FIG. 12, the user is preferably presented a list
of standard reports from which the user may select as a
template as described above with reference to step 517 of
FIG. 5. Accordingly, reference numeral 1210 indicates a col-
umn labeled “Report Name.” Each row ofthe column refers to
a standard report for a specific deal (i.e., transaction or port-
folio) from which the user may select to use as a template. The
user selects the report in which the user is interested by double
clicking on the corresponding report name.

FIG. 13 illustrates a screen capture wherein the user is able
to select the parameters in which the user is interested in
accordance with one embodiment of the present invention. As
discussed above with reference to step 518 of FIG. 5, the user
is preferably presented a list of attributes. Accordingly, ref-
erence numeral 1310 indicates a column labeled “Field”
wherein each row represents an attribute that the user may
specify criteria that must be met for the data to be included in
the custom report. The criteria is preferably selectable via a
drop-down box as indicated by reference numeral 1312.
Common criteria that are applicable to many attributes
include greater than, greater than or equal to, less than, less
than or equal to, equal to, and the like. Reference numeral
1314 indicates a box in which a value may be entered to
specify a value for the attribute in connection to the selected
criteria. Reference numeral 1316 indicates a button labeled
“Input,” which allows the user to enter the data and to create
a new restriction. Reference numeral 1318 indicates a button
labeled “Select,” which provides the user a discrete set of
values from which the user may select. Upon entering the
selected restrictions, the reporting system 100 creates the
report and presents the report to the user.

FIGS. 14-16 illustrate screen captures that provides the
user the ability to view ad hoc reports in accordance with one
embodiment of the present invention. Specifically, FIGS.
14-16 illustrate an example of a user interface that may be
utilized to allow a user to create an ad hoc report as described
above with reference to FIG. 6.

Referring to FIG. 14, the user is preferably presented a list
of transactions in which the user is involved. The list of
transactions is determined by performing a query on the infor-
mation database to extract each transaction or portfolio in
which the user is involved. Accordingly, reference numeral
1410 indicates a column labeled “Deal Name”, wherein each
row of the column refers to a specific deal (i.e., transaction or
portfolio) in which the user was involved. The user selects the
deal in which the user is interested by double clicking on the
corresponding deal name.

FIG. 15 illustrates a screen capture of an attribute selection
screen. As discussed above, the user is presented a list of
attributes to which the user is granted access. The user is able
to select specific attributes and, preferably, select the way the
attribute is to be presented. Accordingly, reference numeral
1510 indicates a column labeled “Attribute Selection” in
which each row of the column represents an attribute or a
group of attributes. Preferably, the attributes are grouped with
related attributes. The user is preferably enabled to contract or
expand the groups of attributes to easily locate the attributes
ofinterest. Groups of attributes are indicated by a “~" symbol,
and an individual attribute is indicated by a “~ symbol. The
groups of attributes can be expanded or contracted as desired
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respectively. Preferably, the user selects the selected
attributes by checking the corresponding check box, indi-
cated below the heading indicated by reference numeral
1512, labeled “Selection.”

Reference numeral 1514 indicates a column labeled
“Function.” The function option allows the user to create an
adhoc group by functions. Preferably, queries are implied
group by statements, thus every value returned is either part of
the group by clause or have a function associated with the
value. For example, the user may want to determine the aver-
age weighted by Unpaid Principal. Accordingly, a new func-
tion may be entered with specified parameters that will be
determined by the user selecting the specified function name
from the function drop down, then providing the additional
parameter if required from another drop down if needed (or a
function could just specify the parameters and not request
additional parameters). As a result, it becomes possible for
the user to determine the Average Interest Rate by Unpaid
Principal Balance without modifying the reporting system
100.

FIG. 16 illustrates a screen capture wherein the user is able
to select the parameters in which the user is interested in
accordance with one embodiment of the present invention. As
discussed above with reference to FIG. 6, the user is prefer-
ably presented a list of attributes. Accordingly, reference
numeral 1610 indicates a column labeled “Field” wherein
each row represents an attribute that the user may specify
criteria that must be met for the data to be included in the
report. The criteria is preferably selectable via a drop-down
box inthe column labeled “Criteria” as indicated by reference
numeral 1612. Common criteria that are applicable to many
attributes include greater than, greater than or equal to, less
than, less than or equal to, equal to, and the like. Reference
numeral 1614 indicates a box in which a value may be entered
to specify a value for the attribute in connection to the selected
criteria. Reference numeral 1616 indicates a button labeled
“Input,” which allows the user to enter the data and to create
a new restriction. Reference numeral 1618 indicates a button
labeled “Select,” which provides the user a discrete set of
values from which the user may select. Upon entering the
selected restrictions, the reporting system 100 creates the
report and presents the report to the user.

FIGS. 17 and 18 illustrate reports available to an investor
and a trustee, respectively, in accordance with one embodi-
ment of the present invention. Generally, FIGS. 17 and 18
illustrate that the reports regarding the same aspect of the
same transaction may contain different information for dif-
ferent types of users. FIG. 17 illustrates a performance report
that may be available to an investor. The performance report
for the investor includes a transaction name 1710, the name of
the investor 1712, the social security number of the investor
1714, and performance attributes #1-#4 1716-1722.

Incontrast, FIG. 18 illustrates a performance report regard-
ing the same transaction (i.e., “Deal #1”) available to a
trustee. FIG. 18 does not contain the investor name 1712,
investor social security number 1714, and performance
attribute #2 (1718) or #3 (1720).

FIG. 19 is a data flow diagram depicting steps that may be
performed by the reporting system 100 to generate non-tabu-
lar reports in accordance with one embodiment of the present
invention. As one of ordinary skill in the art will appreciate,
queries generally result in tabular reports, i.e., reports format-
ted in column and rows. Often times, however, a user desires
areport in a non-tabular format. Accordingly, FIG. 19 depicts
steps that may be performed to create non-tabular reports.

Processing begins in step 1910 wherein a spreadsheet is
received from the user 110. Preferably, the user 110 creates a
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spreadsheet utilizing a standard spreadsheet program, such as
MS Excel available from Microsoft Corporation. The spread-
sheet contains an indication of the requested information, the
headings, and the desired format. Next in step 1912, a cell of
the spreadsheet is selected for processing.

In step 1914, a determination is made whether or not the
selected cell represents a column of data. Preferably, a col-
umn of data, i.e., a name of an attribute in a table of the
information database, is represented by the name of the col-
umn in an applications data dictionary. If in step 1914 a
determination is made that the selected cell represents a col-
umn of data, then processing proceeds to step 1916, wherein
the column id corresponding to the column contained in the
cellis retrieved. Itis preferable that a user be allowed to create
the spreadsheet without having knowledge of the specific
column ids contained in the information database. Accord-
ingly, in step 1916, the column id associated with the infor-
mation identified by the selected cell is retrieved.

In step 1918, a query object and a format object are created
or modified. Preferably, each report is represented by a query
object and a format object. If a query object and a format
object have not been created for the corresponding report,
then step 1918 creates a new query object and format object.
Ifa query object and a format object have been created for the
corresponding report, then step 1918 preferably modifies the
existing query object and format object in accordance with
the contents of the selected cell.

Preferably, the column id determined in step 1916 is added
to an existing query or used to create a new query. Preferably,
the query is represented as a query object utilizing standard
object-oriented design and programming techniques. Thus,
the query object represents a query to extract the requested
information, and the attributes of the query object represent
the individual columns of data selected by the user 110.

Preferably, the format object is represented as an object
utilizing standard object-oriented design and programming
techniques. Thus, a format object is created to represent the
formatting of a corresponding report. Attributes of the report
object represent the location and appearance of the corre-
sponding data in accordance with the format specified in the
spreadsheet. For example, the spreadsheet may specify that
the date be placed in the upper right corner of the report.
Accordingly, the format object will specify the location of the
date as the upper right corner and the date field displayed in a
particular format, such as month-day-year.

In step 1920, a determination is made whether or not the
spreadsheet contains any additional cells to process. If a
determination is made that the spreadsheet contains addi-
tional cells to process, then processing proceeds to step 1912,
the processing of which is described above. If a determination
is made that the spreadsheet does not contain additional cells,
then processing terminates.

Ifin step 1914 a determination is made that the selected cell
does not represent a column of data, then processing proceeds
to step 1922, wherein a determination is made whether or not
the selected cell represents a function. Preferably, the user is
able to enter in a cell of the spreadsheet a function that is to be
performed when the report is created. Functions, such as sum,
average, min, max, and the like, provide utilities that allow the
user to condense the information into more meaningful data.

In step 1924, a custom column id is created to identify the
function. Preferably, a function or formula contained in the
selected cell is validated to ensure that the function or formula
is a valid SQL expression of a function or formula. If the
selected cell contains a valid function or formula, a custom
characteristic is created and stored in a table to represent
either the formula or the function that is contained in the
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selected cell. For example, if the user 110 entered “MAX
(UNPAID_PRIN_BAL)” in the selected cell, a entry of the
column definition is created in a table of the application data
dictionary to represent the function.

In step 1926, a query object and a format object are created
or modified. As discussed above, each report has a corre-
sponding query object and format object that define the
retrieval of the data for the report and the format of the report,
respectively. If a query object and a format object have been
created for the corresponding report, then step 1926 prefer-
ably modifies the existing query object and format object in
accordance with the contents of the selected cell. The custom
column id created in step 1924 is utilized to create a corre-
sponding query. The function or formula identified by the
custom column id is entered as part of the query object.

Processing proceeds to step 1920, wherein a determination
is made whether or not the spreadsheet contains additional
cells to process. If a determination is made that the spread-
sheet contains additional cells to process, then processing
proceeds to step 1912, the processing of which is describe
above. If a determination is made that the spreadsheet does
not contain additional cells, then processing ends.

If in step 1922, a determination is made that the selected
cell does not represent a function, then processing proceeds to
step 1928, wherein a pseudo-column id is created to identify
the string. Preferably, the user 110 specifies column and field
headings that are to be displayed in the generated report. The
column and field headings are preferably entered into a table
and associated with a pseudo column id.

In step 1930, a query object and a format object are created
or modified utilizing the pseudo column id. As discussed
above, each report has a corresponding query object and
format object that defines the retrieval of the data for the
report and the format of the report, respectively. If a query
object and a format object have been created for the corre-
sponding report, then step 1930 preferably modifies the exist-
ing query object and format object in accordance with the
contents of the selected cell. Preferably, the pseudo column id
will cause the text string contained in the selected cell to be
selected from the text string, generating the desired heading.

Processing proceeds to step 1920, wherein a determination
is made whether or not the spreadsheet contains additional
cells to process. If a determination is made that the spread-
sheet contains additional cells to process, then processing
proceeds to step 1912, the processing of which is describe
above. If a determination is made that the spreadsheet does
not contain additional cells, then processing ends.

When the user 110 selects the query to be performed,
access by the user 110 to the information is preferably verified
prior to presenting the information to the user, and most
preferably prior to retrieving the requested information from
the database. Preferably, the process described above with
reference to FIG. 7 is performed to verify that the user is
granted access to the requested information. Restricted infor-
mation, i.e., information to which the user is not granted
access, is preferably removed prior to presenting the infor-
mation to the user.

FIG. 20 is a spreadsheet that may be used to format a report
in accordance with one embodiment of the present invention.
Specifically, FIG. 20 is a spreadsheet that may be used to
generate a report in accordance with the steps depicted in
FIG. 19. Accordingly, cells Al, A2, and C4 contain column ids
“Inv_name,” “Date,” and “Count,” respectively, that indicate
columns in the information database. Cells B4, B6, C2, E5,
and E6 contain label fields “Number Loans,” “Total UPB,”
“Remittance Report,” “Beginning Balance,” and “Ending
Balance,” respectively. Preferably, the label fields contain one
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or more characters that identify that cell as a label field. In
FIG. 20, the label fields are identified by single quotes. Cells
C6, F5, and F6 each contain a function to determine the sums.

FIG. 21 is a report that may be generated from the spread-
sheet illustrated in FIG. 20 in accordance with one embodi-
ment of the present invention. As one of ordinary skill in the
art will appreciate, cells containing column ids, such as cells
A1, A2, and C4 of FIG. 20, were replaced in the report by the
corresponding data. Cells containing labels, such as B4, B6,
C2, E5, and E6 of FIG. 20, were presented as labels. Finally,
cells containing functions, such as cells C6, F5, and F6 of
FIG. 20, were replaced with the result of the corresponding
function performed on the specified data fields.

It is understood that the present invention can take many
forms and embodiments. Accordingly, several variations may
be made in the foregoing without departing from the spirit or
the scope of the invention. Having thus described the present
invention by reference to certain of its preferred embodi-
ments, it is noted that the embodiments disclosed are illustra-
tive rather than limiting in nature and that a wide range of
variations, modifications, changes, and substitutions are con-
templated in the foregoing disclosure and, in some instances,
some features of the present invention may be employed
without a corresponding use of the other features. Many such
variations and modifications may be considered obvious and
desirable by those skilled in the art based upon a review of the
foregoing description of preferred embodiments. Accord-
ingly, it is appropriate that the appended claims be construed
broadly and in a manner consistent with the scope of the
invention.

What is claimed is:
1. A computer-implemented method for providing user
access to investment reports associated with one or more
portfolios, the computer comprising at least one processor,
the method comprising:
receiving, via the at least one processor, a user login from
a user for accessing a report server;

granting, via the at least one processor, access to the report
server to the user by matching at least one access cre-
dential to at least one access criteria;

determining, via the at least one processor, whether a pre-

determined event has occurred, wherein, upon the deter-
mination that a predetermined event has occurred, a
plurality of standard reports are created;
applying, via the at least one processor, deal restrictions to
data in an investment database based on information
received from the user, wherein applying deal restric-
tions comprises:
determining, via the at least one processor, the one or
more portfolios in which the user is involved; and
identifying, via the at least one processor, a set of stan-
dard reports of the plurality of standard reports
according to the one or more portfolios in which the
user is involved;
applying, via the at least one processor, role restrictions to
the data based on information received from the user;

applying, via the at least one processor, period restrictions
to the data based on data availability, wherein the period
restrictions allow access to the data after a predeter-
mined role dependent date;

presenting, via the at least one processor in communication

with a user interface, a list of the set of standard reports
accessible to the user, as directed by the role restrictions
and the period restrictions;

accepting, via the at least one processor, from the user a

selected report from the list;
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obtaining, viathe at least one processor, the selected report;

validating, via the at least one processor, user access to the

selected report by comparing deal restrictions, role
restrictions, and period restrictions between the user and
the selected report; and

formatting and outputting, via the at least one processor in

communication with the user interface, the selected
report to the user.

2. The method of claim 1, wherein the user is selected from
a group consisting of an investor and a trustee.

3. The method of claim 1, the method further comprising:

performing, via the at least one processor, a search of the

investment database based on a received user defined
query; and

creating, via the at least one processor, a custom report

representing the user-defined query, based on data
accessible to the user.
4. The method of claim 1, wherein the predetermined event
is a closing of a transaction.
5. The method of claim 1, wherein the predetermined event
is a submittal of an audited report.
6. The method of claim 1, wherein the method further
comprises determining, via the processor, whether the data in
the investment database has been changed, wherein, upon the
determination that the data in the investment database has
been changed, a plurality of standard reports are created.
7. A computer-implemented method for providing user
access to investment reports associated with one or more deal
transactions, the computer comprising at least one processor,
the method comprising:
receiving, via the at least one processor, a user login from
a user for accessing a report server;

granting, via the at least one processor, access to the report
server to the user by matching at least one access cre-
dential to at least one access criteria;

determining, via the at least one processor, whether a pre-

determined event has occurred, wherein, upon the deter-
mination that a predetermined event has occurred, a
plurality of reports are created;

presenting, via the at least one processor, a list of the

plurality of reports accessible to a user;

accepting, via the at least one processor, from the user a

selected report from the list of the plurality of reports;
validating, via the at least one processor, user access to the
selected report, the validating including:

applying, via the at least one processor, deal restrictions to

data in the investment database based on information
received from the user, wherein applying deal restric-
tions comprises:
determining, via the at least one processor, the one or
more deal transactions in which the user is involved;
and
upon the determination of the one or more deal transac-
tions in which the user is involved, eliminating, via the
at least one processor, restricted data from the data;
applying, via the at least one processor, role restrictions to
the data based on information received from the user;
applying, via the at least one processor, attribute security
restrictions to the data;

applying, via the at least one processor, attribute period

restrictions to the data; and
applying, via the at least one processor, period restrictions
to the data, wherein the period restrictions allow access
to the data after a predetermined role dependent date;

performing, via the at least one processor, a search of an
investment database based on information in the
selected report;



US 9,269,067 B2

19

obtaining, via the at least one processor, the selected report;

and

formatting and transmitting, via the at least one processor,

the selected report to the user,

wherein the selected report contains information from mul-

tiple deal transactions.
8. The method of claim 7, wherein the selected report is
selected from a group consisting of a custom report and an ad
hoc report.
9. The method of claim 7, wherein the user is selected from
a group consisting of an investor and a trustee.
10. The method of claim 7, wherein the predetermined
event is the closing of a transaction.
11. The method of claim 7, wherein the predetermined
event is a submittal of an audited report.
12. The method of claim 7, wherein the method further
comprises determining, via the processor, whether the data in
the investment database has been changed, wherein, upon the
determination that the data in the investment database has
been changed, a plurality of standard reports are created.
13. A system for providing user access to investment
reports, the system comprising:
means for receiving a user login from a user for accessing
a report server,

means for granting access to the report server to the user by
matching at least one access credential to at least one
access criteria;

means for determining whether a predetermined event has

occurred, wherein, upon the determination that a prede-
termined event has occurred, a plurality of standard
reports are created;

means for applying deal restrictions to data in an invest-

ment database based on information received from a
user, by performing a query on the data and the infor-
mation received from the user to validate that the user is
involved in a transaction to which each of the plurality of
standard reports is associated;

means for applying role restrictions to the data based on

information received from the user;

means for applying period restrictions to the data based on

data availability, wherein the period restrictions allow
access to the data after a predetermined role dependent
date;

means for presenting a list of the plurality of standard

reports accessible to the user, as directed by the deal
restrictions, the role restrictions, and the period restric-
tions;

means for accepting from the user a selected report from

the plurality of standard reports;
means for obtaining the selected report;
means for validating user access to the selected report by
comparing deal restrictions, role restrictions, and period
restrictions between the user and the selected report; and

means for formatting and outputting a selected report to the
user.

14. The system of claim 13, wherein the user is selected
from a group consisting of an investor and a trustee.

25

40

45

50

55

20

15. The system of claim 13, wherein the predetermined
event is a closing of a transaction.
16. The system of claim 13, wherein the predetermined
event is a submittal of an audited report.
17. The system of claim 13, wherein the system further
comprises at least one processor for determining whether the
data in the investment database has been changed, wherein,
upon the determination that the data in the investment data-
base has been changed, a plurality of standard reports are
created.
18. A system for providing user access to investment
reports associated with at least one transaction, the system
comprising:
means for receiving a user login from a user for accessing
a report server,

means for granting access to the report server to the user by
matching at least one access credential to at least one
access criteria;

means for determining whether a predetermined event has

occurred, wherein, upon the determination that a prede-
termined event has occurred, a plurality of reports are
created;

means for applying deal restrictions to data in the invest-

ment database based on information received from the
user, by eliminating data not associated with the at least
one transaction with which the user is involved;

means for applying role restrictions to the data based on

information received from the user;

means for applying attribute security restrictions to the

data;

means for applying attribute period restrictions to the data;

means for applying period restrictions to the data, wherein

the period restrictions allow access to the data after a
predetermined role dependent date;
means for presenting a list of the plurality of reports acces-
sible to the user, as directed by the deal restrictions, the
role restrictions, the attribute security restrictions, the
attribute period restrictions, and the period restrictions;

means for accepting from the user a selected report from
the plurality of reports;

means for obtaining the selected report;

means for validating user access to the selected report by

comparing the deal restrictions, the role restrictions, the
attribute security restrictions, the attribute period restric-
tions, and the period restrictions between the user and
the selected report;

means for performing a search of an investment database

based on information in the report; and

means for formatting and transmitting the selected report

to the user,

wherein the selected report contains information from mul-

tiple deal transactions.

19. The system of claim 18, wherein the selected report is
selected from a group consisting of a custom report and an ad

hoc report.

20. The system of claim 18, wherein the user is selected
from a group consisting of an investor and a trustee.
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